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INTRODUCTION 
 
On April 28, 2022, the Indian Computer Emergency Response Team (“CERT”) which is part of the Ministry of 
Electronics and Information Technology issued directions (“Direction”) under Section 70B of the Information 
Technology Act, 2000 relating to reporting of cyber security incidents.  This client update summarizes the 
requirement under the law and analyses the implications of the same.   
 
BACKGROUND 
 
The CERT was set up some years back to function as the nodal agency in the area of cyber security.  It’s powers 
include the collection, analysis and dissemination of information on cyber security incidents, providing forecasts 
and alerts, taking emergency measures and co-ordination of responses to cyber security incidents.  It also has 
powers to issue directions to “service providers, intermediaries, data centres, and body corporates”.  Thereafter, 
certain rules were issued relating to CERT which also covered breach notification requirements.  The rules were 
ambiguously worded and did not make clear that such notifications were mandatory.  It related to cyber security 
incidents generally and was not related to breach of personal information of Indian citizens. Further, it did not 
address incidents that involved Indian businesses but where the concerned server was located outside India.  It 
has therefore been a challenge to determine to what extent breach notifications were required in the case of 
global incidents with implications to Indian businesses.   
 
AMBIT OF LATEST REGULATIONS 
 
The scope of the Direction is extensive and quite unprecedented by global standards.  The following are the key 
requirements: 
 
1. ICT systems need to be synchronized with the network time protocol of the National Informatics Centre.  In 

the case of international infrastructure, this can be done through other accurate and standard time sources.   
2. Cyber security incidents are to be reported within 6 hours of noticing such incidents. 
3. It would appear that in case an organization is subject to a cyber attack, it may receive directions from the 

CERT and would need to implement the same, failing which it would be treated as a non-compliance.   
4. An organization needs to appoint a “Point of Contact” whose details need to be made known to CERT in a 

prescribed format.  All CERT communications would be sent to the Point of Contact. 
5. An organization needs to maintain logs of its ICT systems for a period of 180 days and also needs to maintain 

the logs within Indian jurisdiction.   
6. Certain types of cloud and VPN providers need to obtain subscriber information and maintain the same for a 

period of 5 years.  They also have to maintain information on IP addresses allotted or being used by 
subscribers.   

7. Virtual asset providers and exchanges need to collect KYC information as per Indian regulations and maintain 
the same for a period of 5 years.      

 
The Direction is troubling in many respects and is possibly the most disruptive regulation we have seen in the 
tech sector in India.  We have analyzed below, some of the key issues: 
 
ANALYSIS 
 
Definitions 
 
The regulations use general terms without defining clearly what those terms mean, thereby applying the 
regulations very broadly.  For example, most of the Direction (other than that applicable to cloud providers and 
virtual asset providers) applies to “body corporates”.  In section 43A of the statute, a body corporate covers every 
kind of business, including partnership firms and sole proprietorships.  This means it applies to every single 
business operating in India.   
 
There is also reference to ICT systems with regard to maintaining logs.  ICT in general parlance stands for 
information and communications technology.  This covers all IT and communication systems.   
 



 

The regulations on cloud providers includes various terms – data centres, virtual private server providers, cloud 
service providers and virtual private network providers.  This possibly relates to providers who act as IT platforms 
on which businesses operate such as for example AWS or Microsoft Azure.  It would be up to these providers to 
provide logs or other information since businesses are being conducted on their platforms.  However, the wide 
language would cover anyone who provides an electronic service remotely.   
 
Continued focus on cyber attacks.  
 
The regulations do not focus only on data breaches.  It focuses also on cyber attacks, whether successful or not.  
This was a concern with the rules that were issued earlier as well.  Take for example, “targeted scanning/probing 
of critical networks/systems” - some businesses face these kinds of attacks through the day, every day of the 
year.  It is not possible to notify such attacks.     
 
Short window for notification 
 
The regulations provide an extremely short window for notification of the cyber security incident of just 6 hours.  
This is quite unprecedented by global standards.  Most breach notification laws provide a much longer period.  
GDPR provides for 72 hours.  Even the draft Data Protection Bill provides for 72 hours.  It would be very hard for 
a business to respond in such a short window and often, it takes much longer for a business to investigate and 
find out what kind of attack has occurred and what systems have been compromised.  While it would appear the 
intention is that CERT would join the efforts at protecting the concerned business, this is a self-glorification of its 
role, apart from an unnecessary intrusion into the operations of a business.    
 
No focus on location, personal information.  
 
It is quite unprecedented for breach notifications to focus on cyber attacks generally rather than on data breaches.  
Most breach notification regulations are related to breach of personal information of citizens of that country.  The 
Direction does not deal with global scenarios where for example, personal information of Indian citizens may be 
breached but the servers are located outside India.  In such case, the cyber incident does not take place in India 
at all so the question arises as to whether Indian law is applicable.  This has been a long-standing concern with 
the existing rules and is not addressed in the Direction.  The Indian outsourcing/offshore industry would also face 
situations of IT assets located in India or abroad and relating to non-Indian citizens but where services are 
provided in India.  Notifying such breaches and submitting logs would be extremely controversial and could violate 
foreign privacy laws.   
 
Overreach with regard to logs.   
 
As mentioned above, the meaning of body corporate would be taken to mean every single business operating in 
India or at the very least, all companies and limited liability partnerships.  Expecting all businesses to maintain 
logs of their ICT systems is quite burdensome.  Further, it is not clear what logs are being referred to as there are 
many different types of logs. Read literally, it would refer to every activity on every device.  That would be a near 
impossible task for India’s vast small to medium enterprises and a huge cost and storage issue even for larger 
businesses with sophisticated IT systems.   
 
Focus on service providers rather than customers 
 
The applicability of the Direction to service providers raises alarm bells for businesses which rely on IT service 
providers in areas such as cloud platforms and maintenance.  The obligation to maintain a log or to report a data 
breach must be on the owner/user of the systems, that is the customer and not the service provider.  Obligating 
service providers to report on their customers is dangerous and alarming.   
 
GENERAL COMMENTS 
 
This is the most outrageous overreach of regulation in the tech arena in Indian history.  The regulations are poorly 
drafted, impractical, cover too many providers and are largely unjustified.  They are nowhere in sync with global 
standards.  Conceptually, it is acceptable for a government to insist on breach notifications when personal 
information of its citizens has been breached since the government has the right to protect its citizens.  But to 
simply require notification of every cyber security incident, in particular, unsuccessful attacks, is unjustified and 
an unnecessary intrusion into the operations of a business.    
 
It is hoped that the regulations would be withdrawn immediately.  This is not to say that some parts of the 
regulations are not required.  For example, there is clearly a concern in terms of money laundering and tax evasion 
in the trading of crypto currencies and NFT’s.  Implementing KYC requirements in this space makes sense.   
 



 

In 2015, the same Ministry issued an embarrassing draft regulation that stated that all data stored in encrypted 
form must also be stored in unencrypted form.  The resulting uproar resulted in the Minister withdrawing the draft 
regulation immediately.  Unfortunately, these regulations traverse down the same path.  The key issue here is 
not just the inadequacy of these regulations but that they reflect a lack of understanding by those in the Ministry 
of Information Technology as to how IT systems and the IT industry works.  
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ABOUT KOCHHAR & CO 
 
Kochhar & Co is a leading full service commercial law firm with a national presence in India.  The firm mostly 
represents international companies doing business in India and offers a high quality, business oriented service 
to its clients.  The firm takes great pride in its client servicing approach which is focused on clarity, accessibility 
and providing business solutions.  The firm has a large national presence in India with offices at Delhi, Gurgaon, 
Mumbai, Bangalore, Chennai and Hyderabad as well as overseas offices in Dubai, Singapore and Chicago.  
 
TECHNOLOGY LAW PRACTICE 
 
Kochhar & Co set up India’s first Technology Law Practice, which has been a leading tech practice in the country 
ever since.  The practice covers areas such as licensing, outsourcing, e-commerce, telecom, intellectual property, 
privacy, regulation of STP/s and SEZ’s, etc.  The firm has the largest clientele of international technology 
companies doing business in India.  Legal 500 rates Kochhar & Co as a Tier 1 firm for TMT work.     
 
DATA PRIVACY PRACTICE 
 
Kochhar & Co has a large data privacy practice, assisting multinationals in understanding the applicability of Indian 
law to the processing of personal information and in advising on data security issues.  The firm also advises on 
sectoral regulations especially in telecom, banking and the payments sectors.  The firm has also handled 
numerous matters concerning data security breaches, including criminal action in cases of data theft.   
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